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Abstract

It’s surely an exciting time to pursue research in quantum information science. With a number
of experimental groups the world over making remarkable advances on developing various quantum
computing platforms, such as superconducting qubits [I] and semiconductor spin qubits [2], it is
inevitable that we will soon have small-scale quantum computers, consisting of tens or perhaps even
hundreds of qubits. In the near term, these small-scale quantum computers will not necessarily
be fault tolerant or be able to perform Shor’s famous factoring algorithm [3], but many strongly
suspect that small-scale quantum computers should be able to outperform classical computers at
various tasks, such as the simulation of quantum systems and certain quantum chemistry calcu-
lations [4]. The experimental group at IBM has already made their five-qubit superconducting
quantum computer available through the IBM cloud [5], such that anyone in the world can access
it and perform whatever five-qubit quantum algorithm they can think of. This has led to a number
of theory groups accessing the platform and conducting experiments on it that had never been
conducted before [0 [7, 8, [9]. Companies such as Google and Microsoft also have dedicated research
teams working on developing quantum computers. The challenge for experimental quantum com-
puting over the next few years will be to scale up to more qubits and to reduce the amount of noise
present in these small-scale quantum computers, by both hardware and software improvements.

In step with experimental quantum computing progress, there have been impressive advances in
quantum communication experiments as well. Perhaps the most notable is the recent loophole-free
violation of a Bell inequality [10], but we’ll need a little background before discussing it. To put
this experiment into context, we have to go all the way back to 1935. One of the most well known
early (but ultimately mistaken) criticisms of quantum mechanics was put forward in a paper by
Einstein, Podolsky, and Rosen (EPR) in 1935 [11], in which they argued quantum mechanics to
be incomplete. In short, they thought that one could construct a situation in which Heisenberg’s
uncertainty principle [I2] could be violated, and they also argued that any theory of nature should
be local, in the sense that distant particles should not be able to affect each other, and “real,”
in the sense that attributes of the particles, such as position or momentum, should always have
definite values. Many years went by, and then in 1964 Bell devised a way to test whether the
predictions of EPR were correct [13]. That is, Bell proved a mathematical bound on two-particle
correlations that applies if the particles obey EPR’s principles of local realism (as they would in
a classical theory), but he also showed that quantum particles could violate this bound. This test



is now known as a Bell inequality and has a number of experimentally challenging requirements
in order to demonstrate it convincingly. There should be two parties involved, traditionally called
Alice and Bob, who possess one particle each and have a significant spatial separation between
them, such that a referee could in principle send questions to Alice and Bob and they should
respond quickly with answers. The long distance between Alice and Bob is necessary to make
sure that they cannot communicate the questions to each other before they output their answers.
Also, they should possess very good detectors of their particles so that there are few missed events
(i.e., they nearly always respond for a given test). If these two requirements are not met, then
the test is said to have loopholes: the first known as the locality loophole and the second as the
detection loophole. A number of experimental groups have conducted tests of the Bell inequality
for a long time (see references in [10]), but many of these experiments could not close both of the
aforementioned loopholes at the same time.

However, for the first time, last year an experimental group demonstrated a “loop-hole free”
violation of a Bell inequality in which both of the above loopholes were closed [10]. One of the
main ideas behind the loophole-free experiment was actually to employ another idea of Bell [14],
in which there is an “event-ready” signal to determine whether a given experiment will take place
or be called off. The experiment from [I0] featured three separate laboratories: one for Alice, one
for Bob, and one (call it Charlie’s lab) to determine the event-ready signal. In the laboratory of
Alice, she prepares two particles in an entangled state: one is the spin of a nitrogen vacancy center
in a diamond and the other is a photonﬂ The photon is sent off to Charlie. The same exact
procedure occurs in Bob’s lab. Charlie then performs a quantum measurement of the two photons
received from Alice and Bob, which if successful, has the effect of swapping the entanglement such
that Alice and Bob’s spins become entangled. Local measurements randomly selected from a fixed
set (corresponding to questions of the referee) are then performed on Alice and Bob’s spins, and
the measurement outcomes are recorded. This way of performing the experiment has the effect of
closing both loopholes: sending the photons to Charlie and having an event-ready signal overcomes
the locality loophole, while measuring the spins overcomes the detection loophole because there
are very efficient detectors for spins. The result of the experiment in [10] is to demonstrate that
classical mechanics (at least in the form of EPR’s local realism) cannot describe the very strong
correlations that quantum particles can share. We really do live in a universe not described by local
realism! A great challenge for the future is to increase the distance over which such an experiment
can be carried out and to increase the rate of event-ready signals generated.

The result of the above experiment certainly has had profound implications for the foundations
of quantum mechanics, demonstrating that entangled particles cannot be described by the classical
theory of local realism. On the other hand, one might wonder whether the experiment has any
practical consequences. The exciting answer is yes; indeed, there are strong practical applications
for the generation of random numbers [I5] and secret keys for secured communication [16].

Here, let’s focus on the application to quantum key distribution. One protocol for quantum
key distribution (QKD) was invented in 1984 by Bennett and Brassard (BB84) [17], whereby they
proposed to use encodings in quantum states in order to generate a secret key that could be
ultimately shared by spatially separated parties Alice and Bob. Once Alice and Bob share a secret
key, they could use it in a “one-time pad” protocol to encrypt a message as long as the key (but
no longer). The latter protocol of the one-time pad was known for quite some time in advance of
BB84, but the novelty of BB84’s proposal was to solve the key distribution problem via quantum

You can think of an entangled state as a “super-correlated” quantum state of these two particles.



mechanics. Another protocol for quantum key distribution is more closely linked with Bell tests
of entanglement. A number of years after BB84, Ekert proposed to use Bell inequalities to certify
whether Alice and Bob possess entangled states from which they could generate secret keys [18].
He realized that if Alice and Bob indeed possess entangled particles, this implies that no other
third party could share correlations with their particles, a property now known as the monogamy
of entanglement. This approach to QKD is now known as entanglement-based QKD or also as
device-independent QKD, because the protocol is specified independent of the devices in which it
is operating. Alice and Bob merely feed in classical inputs to the protocol, they receive classical
outputs from it, and they decide whether a secure key has been generated based on deterministic
rules applied to the classical inputs and outputs.

It turns out that device-independent QKD relies on a loophole-free experiment of the sort in
[10] in order to guarantee security. The main concern with realistic implementations of QKD is
that there might be security loopholes in an implementation not accurately described or realized
by the theory. So these device-independent protocols aim to remove all such loopholes by relying
on a loophole-free Bell test. The way that a device-independent QKD protocol works is that Alice
and Bob are located at a large distance from each other and another party, who could even be a
malicious party, sends them entangled particles (one to each). As mentioned above, they conduct
Bell experiments on randomly chosen subsets of the particles to certify whether they really are
entangled. If a sufficient number of the Bell experiments succeed, then this guarantees that another
fraction of the entangled particles can be used to generate secret keys, as was proved recently in
[16]. It is a major open question to devise security proofs that can guarantee larger noise tolerance
and higher rates of secret key generation. There are also still huge experimental challenges to be
solved before this kind of protocol will become a reality.

We’ll now move on to the frontier of quantum communication theory developments. For the
past few years, a number of quantum information theorists have been focusing their efforts on
what tasks can be accomplished with a small number of qubits (motivated in part by current
experimental concerns), and this has certainly pushed the theory forward in remarkable ways that
were perhaps not thought to be possible a decade or so ago. One central object of study in
quantum information theory is a noisy communication channel, which is meant to model a realistic
physical link between Alice and Bob. Such a channel could be a fiber-optic link, a wireless link, a
satellite-to-satellite link, etc. For such channels, we would like to know their ultimate abilities for
transmitting information, and to do so we need to model them in a fully quantum mechanical way
[19]. For example, Alice and Bob might be interested in communicating classical, ordinary bits, or
quantum bits, or they might even share entanglement before communication begins. These various
tasks lead to different capacities of a communication channel, known as the classical capacity, the
quantum capacity, and the entanglement-assisted capacity, respectively (see [20] for a review of
these concepts). Additionally, private capacity corresponds to the scenario in which the goal is
to generate secret classical bits using a communication channel, and as such, it is relevant as a
benchmark for the performance of QKD protocols.

The capacity of a quantum channel has traditionally been defined in an asymptotic way, meaning
that we allow Alice and Bob as many independent uses of a given channel as they need in order
to make the communication error as low as possible. The rate of communication is equal to the
number of bits transmitted per channel use, and the classical capacity of a quantum channel is
equal to the maximum rate of communication such that the error probability becomes arbitrarily
small. The quantum capacity is defined in the same way as the classical capacity, except that the
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Figure 1: Figure taken from [2I]. Comparison of ultimate capacity (top line) of a lossy optical
channel, with approximation (red line) of achievable rates and number n of channel uses for error
probability ¢ = 1075, capacity with a classical detection strategy (dashed black line), and approx-
imation (dotted blue line) to what is achievable for finite number of channel uses with a classical
detection strategy.

rate is quantified in terms of the number of qubits transmitted per channel use and communication
error is measured in a different way. Researchers have made great progress on capacity questions
over a long time period and have been able to determine the capacities of a number of important
communication channels.

However, as discussed above, the notion of capacity is an asymptotic concept and so has limited
applicability in practical settings in which the number of channel uses might be severely limited.
Consider, for example, that the current state of the art in quantum computing is the coherent
manipulation of only five to ten qubits. Thus, this has motivated researchers to develop a theory
of quantum communication that applies to the transmission of information using a small number
of quantum systems. The typical finding in many studies [22] 23| [24], 211, 25|, 26] is that we can ap-
proximate communication rates over quantum channels with two numbers, that are each a function
of the quantum channel of interest. To describe these results, let us denote a quantum channel by
the symbol N (for “noise”), and let us denote n independent uses of this channel by N®". Then we
can let R*(N®" ¢) denote the maximum rate at which we can send classical bits by using a channel
n times and such that the error probability is no larger than a number ¢ € (0,1). What many
recent studies have found is that the following approximation is a good one for several channels of
interest:

R*(N®" ) = C(N) + /V(N)/n® (e) + O([log n] /n), (1)

where C(N) is the capacity of the channel (always non-negative and found for several channels in
earlier studies), V(N) is a new, non-negative quantity known as the dispersion of the channel, and
®~1(e) is the inverse of the cumulative Gaussian distribution function, which is negative whenever



€ < 1/2. The capacity and the dispersion are often simple functions to compute when given a
mathematical description of a quantum communication channel. So characterizations like that in
capture all of the earlier works on capacity, because taking the limit as n — oo leaves only the
capacity term. But they say more because they provide a refinement of capacity for a finite number
n of channel uses. The second term /V (N')/n®~!(e) represents the backoff from capacity for any
fixed n and €, and it can be derived by employing strong refinements of the central limit theorem
from probability theory, in addition to some other mathematical manipulations. Figure [1| (taken
from [21]) plots this approximation as a function of n for the “pure-loss” channel, which models the
loss of photons transmitted over a fiber-optic link. The figure also plots the rates achievable using
a traditional detection strategy at the channel’s receiving end, known as heterodyne detection.
The figure demonstrates that there can be significant gains over classical detection strategies by
employing a fully quantum detection strategy. The plot in the figure is typical of findings in recent
studies in quantum information theory and demonstrates how capacity is really an asymptotic
quantity, only approachable in the limit of many channel uses. At the same time, there can be a
significant backoff from capacity when using the channel only a finite number of times.

There are currently many open directions to pursue regarding finite-size quantum information
theory. Is it possible that a formula like that in could describe achievable rates for any task
and any channel? This is an extreme challenge, representing wide open territory, but I would guess
likely not solvable in the near future as we do not even know the capacity term for several channels
and a number of information processing tasks. Nevertheless, it would be prudent to push forward in
this direction for the channels of the highest practical interest. In the absence of general formulas,
can we establish bounds on the left-hand side of for various tasks? Progress in this direction
has been accomplished in [23], 24], 25| 26]. Can we establish bounds in the context of network
channels, with multiple senders or multiple receivers? This would be applicable to communication
in a network setting, and thus relevant in more general contexts. Can we go beyond the independent
and identically distributed setting of a channel of the form A'®" and instead consider channels with
memory [27] or less restrictive structure? The Beyond i.i.d. conference series was born in 2013 and
has recurred on an annual basis to address these questions and more.

In summary, I believe that it is more than ever an exciting time to pursue research in quantum
information science, whether it be of an experimental or theoretical flavor, as there remain a number
of great challenges to overcome to bring quantum technologies closer to reality. At the same time,
I believe that quantum information science is a good bet, as I expect that we will be seeing several
of these quantum technologies put to good use to improve upon what one can accomplish using
classical strategies alone.
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